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1 CLI list
1-1  ERPS command list
ERPS Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config erps raps_vlan <vlanid> 
timer { holdoff_time <millisecond 0-10000> 
| guard_time <millisecond 10-2000 > 
| wtr_time <min 1-12>
} (1)
	Modify wtr_time on R1.84


1-1-1  config erps raps_vlan timer
Purpose

This command is used to configure the ERPS timers for a specific R-APS VLAN.

Format
config erps raps_vlan <vlanid> timer 
{ holdoff_time < millisecond 0-10000> 
| guard_time < millisecond 10-2000 > 
| wtr_time <min 1-12>
} (1) 

Description

This command is used to configure the protocol timers.
Holdoff Timer

The Holdoff Timer is used to filter out intermittent link faults when link failures occur during the protection switching process. When a ring node detects a link failure, it will start the holdoff timer and report the link failure event (R-APS BPDU with SF flag) after the link failure is confirmed within the specified time period.

Guard Timer

Guard Timer is used to prevent ring nodes from receiving outdated R-APS messages. This timer is used during the protection switching process after recovering from a link failure. When the link node detects a link recovery, it will report the link failure recovery event (R-APS PDU with NR flag) and start the guard timer. Before the guard timer expires, all received R-APS messages will be ignored by this ring node, except in the case where there is a burst of three R-APS event messages. This indicates that the sub-ring topology has changed, meaning that the node needs to flush the FDB that has been received on the node. In this case, the recovered link will not go into a blocking state. The Guard Timer should be greater than the maximum expected forwarding delay for which one R-APS message circles around the ring.
WTR Timer

The WTR Timer is used to prevent the frequent operation of the protection switch due to an intermittent defect. This timer is used during the protection switching process when recovering from a link failure. It is only used by the RPL owner. When an RPL owner in the protection state receives an R-APS PDU with an NR flag, it will start the WTR timer. The RPL owner will block the original unblocked RPL port and start to send an R-APS PDU with an RB flag after the link recovery is confirmed within this period of time.
Parameters
	Parameters
	Description

	holdoff_time
	<millisecond 0-10000>: Specify the holdoff time of the R-APS function.

The default holdoff time is 0.

	guard_time
	<millisecond 10-2000>: Specify the guard time of the R-APS function. 

The default guard time is 500 milliseconds.

	wtr_time
	<min 1-12>: Specify the WTR time of the R-APS function.

The range is from 1 to 12 minutes.

The default WTR time is 5 minutes.


Help message

Used to configure the ERPS timers for a specific R-APS VLAN.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To configure the holdoff time to be 100 milliseconds, the guard time to be 1000 milliseconds, and the WTR time to be 10 minutes for R-APS VLAN 4094:

	DES-3200-XX:admin#config erps raps_vlan 4094 holdoff_time 100 guard_time 1000 wtr_time 10 

Command: config erps raps_vlan 4094 holdoff_time 100 guard_time 1000 wtr_time 10

Success.
DES-3200-XX:admin#


1-2  Port Security command list
Port Security Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config port_security ports [<auth_portlist> | all ] 

{ admin_state [enable | disable] 

| max_learning_addr <max_lock_no 0-1024> 

| lock_address_mode [DeleteOnTimeout | DeleteOnReset | Permanent]

}(1)
	Modify max_learning_addr on R1.84


1-2-1  config port_security ports
Purpose

This command is used to set the port level port security setting.
Format
config port_security ports [<auth_portlist> | all ] 

{ admin_state [enable | disable] 

| max_learning_addr <max_lock_no 0-1024> 

| lock_address_mode [DeleteOnTimeout | DeleteOnReset | Permanent]

}(1) 

Description

This command configures the admin state, the maximum number of addresses that can be learnt and the lock address mode.
There are two levels that limit the number of learned entries; the entire system and a port. If any limitation is exceeded, the new entry will be discarded.
Parameters
	Parameters
	Description

	ports
	auth_portlist: Specifies the range of ports to be configured.

	
	all: Specifies that all ports will be configured.

	admin_state
	enable: Specifies to enable the port security function on the port.

	
	disable: Specifies to disable the port security function on the port. By default, the setting is disabled.

	max_learning_addr
	max_lock_no 0-1024: Specifies the maximum number of port security entries that can be learned on this port.

If the value is set to 0, it means that no user can be authorized by the port security function on this port.

The default value is 1.

	lock_address_mode
	Indicates the lock address mode.

The default mode is DeleteOnTimeout.

	
	Permanent: The address will never be deleted unless the user removes it manually or port security is disabled on the port where the address resides.

	
	DeleteOnTimeout: This entry will be removed if the entry is idle for the specified aging time.

	
	DeleteOnReset: This address will be removed if the switch is reset or rebooted. Events that cause permanent entries to be deleted also apply to the deleteonreset entries.


Help message

Config port security include admin state, maximum learning address and lock address mode.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To configure the port-based port security setting so that the maximum number of port security entries is restricted to 10, and the lock_address mode is set to permanent on port 6:
	DES-3200-XX:admin#config port_security ports 6 admin_state enable max_learning_addr

10 lock_address_mode permanent

Command: config port_security ports 6 admin_state enable max_learning_addr 10

lock_address_mode permanent

Success.

DES-3200-XX:admin#


1-3  Automatic Cable Diagnostic command list
Automatic Cable Diagnostic Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config autocable_diag ports [<portlist> | all] state [enable | disable]
	

	2
	show autocable_diag ports {<portlist>}
	


1-3-1  config autocable_diag ports
Purpose

This command is used to enable/disable execute cable diagnostic feature on specific port(s).
Format
config autocable_diag ports [<portlist> | all] state [enable | disable] 

Description

When detecting an unexpected port linkdown event (port was down by itself, not by administrator), system will execute cable diagnostic on that port immediately, and then send a trap that binds the port number, test result and cable length to the host. The following defines the related Trap and CLI.
Parameters
	Parameters
	Description

	portlist
	Specified a range of ports to be configured.

For set all ports in the system, you may use “all” parameter.

	all
	

	State
	Enables or disables the specified port.


Help message

This command is used to enable/disable execute cable diagnostic feature on specific port(s).
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

config autocable diag port1 enable:
	DES-3200-XX:5#config autocable_diag ports 1 state enable

Command: config autocable_diag ports 1 state enable

Success.


1-3-2  show autocable_diag ports
Purpose

It is used to display the configuration.
Format
show autocable_diag ports {<portlist>} 

Description

It is used to display the configuration.
Parameters
	Parameters
	Description

	portlist
	Specified a range of ports to be displayed.


Help message

It is used to display the configuration.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To show auto cable diagnostic setting for port 1:

	DES-3200-XX:5#show autocable_diag ports 1

Command: show autocable_diag ports 1

Port         State

---------   -----------

1             Enabled


1-4  DHCPv6 relay Function command list
DHCPv6 Relay Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config dhcpv6_relay option_37 

{ state [enable | disable]

| check [enable | disable] 
| remote_id [default 

| cid_with_user_define <desc 128>

| user_define <desc 128>
| vendor1]

}(1)
	

	2
	config dhcpv6_relay option_18 

{ state [enable | disable]

| check [enable | disable] 

| interface_id [default | cid |vendor1]

}(1)
	

	3
	enable dhcpv6_local_relay
	

	4
	disable dhcpv6_local_relay
	

	5
	config dhcpv6_local_relay vlan [<vlan_name 32> | vlanid <vlan_id>] state [enable | disable]
	

	6
	show dhcpv6_local_relay
	


1-4-1  config dhcpv6_relay option_37
Purpose
Used to configure the DHCPv6 relay agent information for processing option 37 within the switch.
Format
config dhcpv6_relay option_37 

{ state [enable | disable]

| check [enable | disable] 

| remote_id [default 

| cid_with_user_define <desc 128>

| user_define <desc 128>
| vendor1]

}(1)
Description
This command configures the processing of option 37 for the DHCPv6 relay function.

When DHCPv6 relay option 37 is enabled, the DHCP packet will be inserted with the option 37 field before being relayed to server. The DHCP packet will be processed based on the behavior defined in the check and remote ID type setting. When the state is disabled, the DHCP packet will be relayed directly to server without further checks and inserted with the option 37. The DHCPv6 relay option 37 remote ID contains 4 types:“default”, “cid_with_user_define” , “user_define” and “vendor1”.
Parameters
	Parameters
	Descriptions

	state
	When the state is enabled, the DHCP packet will be inserted with the option 37 field before being relayed to server. When the state is disabled, the DHCP packet will be relayed directly to server without further checks and inserted with the option 37.

	check 
	When the check state is enabled, packets coming from client side should not have the option 37 field. If client originating packets have the option 37 field set they will be dropped.

	remote_id
	Specifies the content in the Remote ID.
default: The remote ID will be VLAN ID + Module + Port +System MAC address of the device.
cid_with_user_define: The remote ID will be VLAN ID + Module + Port + user defined string.
user_define: The remote ID will be user defined string.
vendor1: The remote ID will be System MAC address of the device.


Help message
Configures the DHCPv6 relay agent information for processing option 37 within the switch.
Restriction
	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples
To configure the DHCPv6 relay option 37:
	DES-3200-XX:admin#config dhcpv6_relay option_37 state enable 

Command: config dhcpv6_relay option_37 state enable 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_37 check enable 

Command: config dhcpv6_relay option_37 check enable 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_37 remote_id default 

Command: config dhcpv6_relay option_37 remote_id default 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_37 remote_id cid_with_user_define D-link DGS3200 Series
Command: config dhcpv6_relay option_37 remote_id cid_with_user_define D-link DGS3200 Series 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_37 remote_id user_define D-link DGS3200 Series 

Command: config dhcpv6_relay option_37 remote_id user_define D-link DGS3200 Series 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_37 remote_id vendor1
Command: config dhcpv6_relay option_37 remote_id vendor1 
Success.

DES-3200-XX:admin#


1-4-2  config dhcpv6_relay option_18
Purpose
Used to configure the DHCPv6 relay agent information for processing option 18 within the switch
Format
config dhcpv6_relay option_18
{ state [enable | disable]

| check [enable | disable]

| interface_id [default | cid | vendor1]

}(1)
Description
This command configures the processing of option 18 for the DHCPv6 relay function. Both the DHCPv6 relay and DHCPv6 Local relay use the same Interface ID format. But Local relay doesn’t care the state it adds the option to the packet always.
The interface ID format contains 3 types: “default”,”cid” and “vendor1”. The option 18 interface-id field as following:

1. Default format

	F01
	F02

	Sub Type
	VLAN ID

	1byte
	2 bytes


· F01: Sub Type = 1 (default).
· F02: VLAN ID. The incoming VLAN ID of DHCP client packet. 
2. CID format
	F01
	F02
	F03
	F04

	Sub Type
	VLAN ID
	Module ID
	Port ID

	1byte
	2 bytes
	1 byte
	1 byte

	
	
	
	


· F01: Sub Type = 2
· F02: VLAN ID. The incoming VLAN ID of DHCP client packet. 

· F03: Module ID. For a standalone switch, the Module is always 0; for a stackable switch, 
Module ID is the Unit ID. 
· F04: Port ID. The incoming port number of the DHCP client packet, the port number starts from 1.
3. Vendor1 format (Huawei)

	F01
	F02
	F03
	F04
	F05
	F06
	F07
	F8
	F9
	F10

	E

(0x45)
	t

(0x74)
	h

(0x68)
	e

(0x65)
	r

(0x72)
	n

(0x6E)
	e

(0x65)
	t

(0x74)
	Chassis ID
	/

(0x2F)

	1 byte
	1 byte
	1 byte
	1 byte
	1 byte
	1 byte
	1byte
	1 byte
	1~2 byte
	1 byte

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	F11
	F12
	F13
	F14
	F15
	F16
	F17
	F18
	F19
	F20

	0

(0x30)
	/

(0x2F)
	Port number
	:

(0x3A)
	cvlan
	.

(0x2E)
	0

(0x30)
	Space

(0x20)
	System name
	/

(0x2F)

	1 byte
	1 byte
	1~2 byte
	1 byte
	1~4 byte
	1 byte
	1 byte
	1 byte
	1~128 byte
	1 byte

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	F21
	F22
	F23
	F24
	F25
	F26
	F27
	F28
	F29

	0

(0x30)
	/

(0x2F)
	0

(0x30)
	/

(0x2F)
	Chassis ID
	/

(0x2F)
	0

(0x30)
	/

(0x2F)
	Port number

	1 byte
	1 byte
	1 byte
	1 byte
	1~2 byte
	1 byte
	1 byte
	1 byte
	1~2 byte


· F01: Character “E”

· F02: Character “t”

· F03: Character “h”

· F04: Character “e”

· F05: Character “r”

· F06: Character “n”

· F07: Character “e”

· F08: Character “t”

· F09: Chassis ID, the number of the chassis. The format is ASCII string.

I. For standalone device, always displays 0

II. For stacking device, chassis id is the unit id

· F10: Slash (/)

· F11: ASCII format string “0”

· F12: Slash (/)

· F13: Port number, The incoming port number of DHCP client packet. ASCII format string.

· F14: Colon (:)

· F15: cvlan is the client’s VLAN ID. The value ranges from 1 to 4094. ASCII format string.

· F16: dot (.)

· F17: ASCII format string “0”

· F18: Space

· F19: System name of the switch

[NOTE] If the system name exceeds 128 bytes, it will only use the first 128 bytes.

· F20: Slash (/)

· F21: ASCII format string “0”

· F22: Slash (/)

· F23: ASCII format string “0”

· F24: Slash (/)

· F25: Chassis ID like as F11

· F26: Slash (/)

· F27: ASCII format string “0”

· F28: Slash (/)

· F29: Port number, The incoming port number of DHCP client packet. ASCII format string.

Parameters
	Parameters
	Descriptions

	state
	When the state is enabled, the DHCP packet will be inserted with the option 18 field before being relayed to server. When the state is disabled, the DHCP packet will be relayed directly to server without further checks and inserted with the option 18.

	check 
	When the check state is enabled, packets coming from client side should not have the option18 field. If client originating packets have the option 18 field set they will be dropped.

	interface_id
	Specifies the format of Interface ID.


Help message
This command is used to configure the DHCPv6 relay option 18.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To configure the DHCPv6 relay option 18:
	DES-3200-XX:admin#config dhcpv6_relay option_18 state enable 

Command: config dhcpv6_relay option_18 state enable 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_18 check enable 

Command: config dhcpv6_relay option_18 check enable 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_18 interface_id default 

Command: config dhcpv6_relay option_18 interface_id default 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_18 interface_id cid
Command: config dhcpv6_relay option_18 interface_id cid 
Success.

DES-3200-XX:admin#config dhcpv6_relay option_18 interface_id vendor1
Command: config dhcpv6_relay option_18 interface_id vendor1 
Success.
DES-3200-XX:admin#


1-4-3  enable dhcpv6_local_relay
Purpose
Used to enable the DHCPv6 local relay function on the Switch
Format
enable dhcpv6_local_relay
Description
This command is used to enable the DHCPv6 local relay function of the switch.
Parameters
None

Help message
This command is used to configure the DHCPv6 local relay global state to enable.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To configure the DHCPv6 local relay global state to enable:
	DES-3200-XX:admin# enable dhcpv6_local_relay
Command: enable dhcpv6_local_relay
Success.

DES-3200-XX:admin#


1-4-4  disable dhcpv6_local_relay
Purpose
Used to disable the DHCPv6 local relay function of the switch
Format
disable dhcpv6_local_relay
Description
This command is used to disable the DHCPv6 local relay function of the switch.
Parameters
None

Help message
This command is used to configure the DHCPv6 local relay global state to disable.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To configure the DHCPv6 local relay global state to disable:
	DES-3200-XX:admin# disable dhcpv6_local_relay
Command: disable dhcpv6_local_relay
Success.

DES-3200-XX:admin#


1-4-5  config dhcpv6_local_relay vlan
Purpose
This command is used to enable or disable the DHCPv6 local relay function for a specified VLAN
Format
config dhcpv6_local_relay vlan [<vlan_name 32> | vlanid <vlan_id>] state [enable | disable]
Description
This command can enable or disable the DHCPv6 local relay function for a specified VLAN.
Parameters
	Parameters
	Description

	<vlan_name 32>
	The name of the VLAN to be assigned to the use of a DHCPv6 local relay.

	<vlan_id>
	The VID of the VLAN

	state
	Enable or disable a DHCPv6 local relay function for a specified VLAN.


Help message
Enables or disables the DHCPv6 local relay function for a specified VLAN.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

To enable the DHCPv6 local relay function for the default VLAN:
	DES-3200-XX:admin#config dhcpv6_local_relay vlan default state enable

Command: config dhcpv6_local_relay vlan default state enable

Success.

DES-3200-XX:admin#


1-4-6  show dhcpv6_local_relay
Purpose
This command displays the current DHCPv6 local relay configuration.

Format
show dhcpv6_local_relay
Description
This command will display the current DHCPv6 local relay configuration.
Parameters


None
Help message
This command is used to show the DHCPv6 local relay configuration.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

To display local DHCPv6 relay configuration:
	DES-3200-XX:admin#show dhcpv6_local_relay 

Command: show dhcpv6_local_relay 

DHCPv6 Local Relay Status         : Disabled
DHCPv6 Local Relay VID List       : 1,3-4

DES-3200-XX:admin#


1-5  Traffic Control command list
Traffic Control Function Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config traffic control [ <portlist> | all ] 

{ broadcast [enable| disable]

| multicast [enable | disable]

| unicast [enable | disable ]

| action [ drop | shutdown ]

| threshold <value 64-100000>

| countdown [<minutes 0> |<minutes 5-30> | disable] 

| time_interval <secs m-n> 

} (1)
	Add “countdown disable” parameter.


1-5-1  config traffic control
Purpose

This command is used to configure broadcast/ multicast/ unicast packet storm control. Shutdown mode is provided to monitor the traffic rate in addition to the storm control drop mode. If the traffic rate is too high, the port will be shut down.

Format
config traffic control [ <portlist> | all ] 

{ broadcast [enable| disable]

 | multicast [enable | disable]

 | unicast [enable | disable ]

 | action [ drop | shutdown ]

 | threshold <value 64-100000>

 | countdown [<minutes 0> | <minutes 5-30> | disable] 

 | time_interval <secs m-n> 

} (1)
Description

The config traffic control command configures the broadcast/multicast/unicast storm control.
Parameters
	Parameters
	Description

	portlist
	Used to specify the range of ports to be configured.

	broadcast
	Enable or disable broadcast storm control.

	multicast
	Enable or disable multicast storm control.
Note: multicast include unknown L2 multicast, known L2 multicast, unknown IP multicast and known IP multicast.

	unicast
	Enable or disable unicast storm control.
NOTE: Unicast can only configured into action drop.

	action
	One of the two options for action is specified for storm control, shutdown or drop mode. Shutdown mode is a function of the software, drop mode is implemented by the chip. If shutdown mode is specified, it is necessary to configure values for the countdown and time_interval parameters.

	threshold
	The upper threshold, at which point the specified storm control is triggered. 

The <value>is the number of broadcast/multicast/unicast packets per second received by the switch that will trigger the storm traffic control measure. The threshold is expressed as PPS (packets per second) and must be an unsigned integer. The valid value for this configuration is 64-1000000; The upper bounds of the ranges may vary from port to port.

	time_interval
	The sampling interval of received packet counts. The possible value will be 5-30 seconds. The parameter is not applicable if “drop” (mode) is specified for the “action” parameter.

	countdown
	<minutes 5-30>: The timer for shutdown mode. If a port enters the shutdown Rx state and this timer runs out, the port will be shutdown forever. The parameter is not applicable if “drop” (mode) is specified for the “action” parameter.
<minutes 0>: 0 disables the forever state, meaning that the port will not enter the shutdown forever state.
disable: Disable the countdown timer. When the action is shutdown and countdown time is disabled, when the switch detects a storm, it will directly shutdown the port.
Default is 0.


Help message

Used to configure broadcast/multicast/unicast storm control.
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples
To configure the parameters so that the traffic control status is enabled on ports 1-12.

	DES-3200-XX:admin#config traffic control 1-12 broadcast enable action shutdown threshold 500 countdown disable time_interval 10
Command: config traffic control 1-12 broadcast enable action shutdown threshold 500 countdown disable time_interval 10

Success.

DES-3200-XX:admin#


1-6  Compound Authentication command list
Compound Authentication Function Command Summary Table:
	ID
	Command Syntax
	Note

	1
	config authentication ports [<portlist> | all]

{

auth_mode [port_based | host_based]

| multi_authen_methods

[none | dot1x_impb]

}
	

	2
	show authentication ports {<portlist>}
	


1-6-1  config authentication ports
Purpose

Used to configure security port(s).

Format
config authentication ports [<portlist> | all]

{

auth_mode [port_based | host_based]

| multi_authen_methods

[none | dot1x_impb]

}
Description

For the existing project that have already released the per authentication module authorization mode command, for back compatibility, the setting will take effect if the port is doing the single authentication. The setting will not take effect if the port is doing compound authentication. Thus, more specifically,

(1) If compound authentication method is none: This port is doing the single authentication. The port will be operated based on the auth mode configured by the single authentication module’s command. If the single authentication module’s auth mode command is not available (for example, WAC has no auth mode command), the port will be operated based on the auth mode configured by the compound authentication command.

(2) If compound authentication method is not none: The port is doing the compound authentication. The port will be operated based on the auth mode configured by the compound authentication command.

The enable/disable setting of individual authentication will always take effect. Supposed that the compound authentication method of a port is set to dot1x_impb but 802.1x is disabled and IMPB is enabled, then the authentication result will be the result of IMPB authentication.
Parameters

	Parameters
	Description

	portlist
	Specify port(s) to configure.

	auth_mode
	port_based: If one of the attached hosts passes the authentication, all hosts on the same port will be granted to access network. If the user fails to authorize, this port will keep trying the next authentication 

host_based: Every user can be authenticated individually.

	multi_authen_methods
	Specifies the method for compound authentication.

	none
	Compound authentication is not enabled, 

For project that support single authentication mode, the authentication method is defined by individual authentication module.

For project that does not support single authentication mode, access authentication is disabled on the port.

	dot1x_impb
	Dot1x will be verified first, and then IMPB will be verified. Both authentication need to be passed.


Help message

Used to configure security port(s).
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	No

	3-operation level
	Yes
	Yes
	n/a
	No

	4-operation level
	Yes
	Yes
	Yes
	No


Examples

The following example set authorize mode of all port to host based.
	DES-3200-XX:admin#config authentication ports all auth_mode host_based

Command: config authentication ports all auth_mode host_based

Success.

DES-3200-XX:admin#


The following example sets the compound authentication method of all ports to dot1x_impb.

	DES-3200-XX:admin#config authentication ports all multi_authen_methods dot1x_impb
Command: config authentication ports all multi_authen_methods dot1x_impb
Success.

DES-3200-XX:admin#


1-6-2  show authentication ports
Purpose

Used to display authentication setting on port(s).

Format
show authentication ports {<portlist>}
Description

User can use this command to display authentication method and authorization mode on ports.

Parameters

	Parameters
	Description

	portlist
	Display compound authentication on specify port(s).

	
	If not specify the port, displays compound authentication setting of all ports.


Help message

Used to display authentication setting on port(s).
Restriction

	
	Administrator
	Operator
	Power User
	User

	2-operation level
	Yes
	n/a
	n/a
	Yes

	3-operation level
	Yes
	Yes
	n/a
	Yes

	4-operation level
	Yes
	Yes
	Yes
	Yes


Examples

This example displays authentication setting for all ports:
	DES-3200-XX:admin#show authentication ports

Command: show authentication ports

Port
 Methods

 Auth Mode

 ----
---------------
-----------------

 1

None


Host-based
 2

None


Host-based
 3

802.1X_IMPB

Host-based
 4

None


Host-based
 5

None


Host-based
 6

None


Host-based
 7

None


Host-based
 8

None


Host-based
 9

802.1X_IMPB

Host-based
 10

None


Host-based
DES-3200-XX:admin#


2 MIB

2-1  Traffic Control Function MIB

The Traffic Control MIB mounted at: iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).dlink(171).dlink-common-mgmt(12). swPktStormMIB(25)
MIB Table 
	MIB Object
	Access
	Note

	SwPktStormMIB(25)
	
	

	
	SwPktStormMgmt(3)
	
	

	
	
	swPktStormCtrlCountDown(7)
	Read-Write
	Added value “-1” to support directly shutdown function.
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3 WEB
3-1  ERPS WEB 
3-1-1  ERPS Settings pages
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3-2  Port Security WEB 
3-2-1  Port Security Settings pages
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3-3  Traffic control WEB 
3-3-1  Traffic control Settings pages
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4 System Log
4-1  Reboot Schedule Function Log 
Reboot Schedule Function Log Summary Table:
	ID
	Log Description
	Severity
	Note

	1
	Event description: System will be rebooted in 5 minutes later.
Log Message: Reboot scheduled in 5 minutes
	warning
	

	2
	Event description: System will be rebooted in 1 minute later.
Log Message: Reboot scheduled in 1 minute.
	critical
	


5 Trap
5-1  Automatic Cable Diagnostic Trap
Automatic Cable Diagnostic Trap Summary Table:
	ID
	Trap Name
	Trap Description
	Note

	1
	swEtherCableDiagLinkDown
	When detecting a port linkdown (if not by administrator), system will execute cable diagnostic function on the port, and then send the trap that includes test result.

Binding objects：

(1)
swEtherCableDiagPortIndex

(2)
swEtherCableDiagPair1Status

(3)
swEtherCableDiagPair2Status

(4)
swEtherCableDiagPair3Status

(5)
swEtherCableDiagPair4Status

(6)
swEtherCableDiagPair1Length

(7)
swEtherCableDiagPair2Length

(8)
swEtherCableDiagPair3Length

(9)
swEtherCableDiagPair4Length
	


5-2  Reboot Schedule Trap
Reboot Schedule Trap Summary Table:
	ID
	Trap Name
	Trap Description
	Note

	1
	agentRebootIn5Min
	The Trap will be sent when reboot scheduled timer remains 5 minutes.
Binding objects:

None
	

	2
	agentRebootIn1Min
	The Trap will be sent when reboot scheduled timer remains 1 minute.
Binding objects:

None
	


6 Prompt Message
6-1  Reboot Schedule Prompt Message
Other prompt message:
1. Add a prompt message when user logging in the switch, it is used to remind user the reboot schedule have been configured and the system will be reboot in schedule. Here is the log message:
	  DES-3200-XX Fast Ethernet Switch
Command Line Interface

Firmware: Build 1.84.B001
Copyright(C) 2013 D-Link Corporation. All rights reserved.
Username:admin 

Password:***** 

(Reboot scheduled in 4 minutes and 48 seconds) 
DES-3200-XX:admin#


2. Add prompt warning message about the time of reboot. When the timer count down to 5 minute and 1 minute, there is a prompt warning message in CLI about planned reboot. The prompt message:
	DES-3200-XX:admin# 

-----------------------------------
--- REBOOT SCHEDULED in 0:05:00 ---
-----------------------------------
DES-3200-XX:admin# 

-----------------------------------
--- REBOOT SCHEDULED in 0:01:00 ---
-----------------------------------
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-- --------------------------------------------------------------------------------------

-- PKT-STORM-CTRL-MIB 

-- --------------------------------------------------------------------------------------

-- Version 1.1  

-- 2008/9/3 14:44

-- (1)Modify swPktStormRecover and swPktStormCtrlShutdownForever descriptions for

-- function change

-- (2)expand some mib node description

-- --------------------------------------------------------------------------------------

-- Version 1.0  

-- 2005/8/3 11:44

-- Added swPktStormCtrldlfStatus object into swPktStormCtrlTable

-- --------------------------------------------------------------------------------------

-- 0.9 Draft 

-- 2005/7/11 11:49

-- Create PKT-STORM-CTRL-MIB 

-- --------------------------------------------------------------------------------------



PKT-STORM-CTRL-MIB DEFINITIONS ::= BEGIN



    IMPORTS

        MODULE-IDENTITY,OBJECT-TYPE,IpAddress, Unsigned32,Integer32

                                        FROM SNMPv2-SMI

        MacAddress, RowStatus           FROM SNMPv2-TC

        DisplayString                   FROM RFC1213-MIB

    	SnmpAdminString					FROM SNMP-FRAMEWORK-MIB



        dlink-common-mgmt				FROM DLINK-ID-REC-MIB;

        

		 

    	

    swPktStormMIB MODULE-IDENTITY

	    LAST-UPDATED "0809030000Z"

	    ORGANIZATION " "

	    CONTACT-INFO

	        "    "

	    DESCRIPTION

		    "The Structure of packet storm control management for the

		    proprietary enterprise."

        ::= { dlink-common-mgmt 25 }



   PortList                ::= OCTET STRING(SIZE (0..127))

        

   swPktStormCtrl            OBJECT IDENTIFIER ::= { swPktStormMIB 1 }   

   swPktStormInfo			 OBJECT IDENTIFIER ::= { swPktStormMIB 2 } 

   swPktStormMgmt            OBJECT IDENTIFIER ::= { swPktStormMIB 3}  

   swPktStormNotify			 OBJECT IDENTIFIER ::= { swPktStormMIB 5 }  



-- -----------------------------------------------------------------------------

--swPktStormCtrl  OBJECT IDENTIFIER ::= { swPktStormMIB 1 }

-- -----------------------------------------------------------------------------

-- swPktStormRecover  OBJECT-TYPE

--         SYNTAX  PortList

--         MAX-ACCESS  read-write

--         STATUS  current

--         DESCRIPTION

--             "Manually recover port from shutdown state. If a port has encountered a packet

--              storm continuously for a long period of time as indicated by swPktStormCtrlCountDown, 

--             this port will be shut down forever. This command recovers it manually. If the 

--             auto-recover mechanism is supported, this object is of no use."

--         ::= { swPktStormCtrl 1 }

        

swPktStormTrapCtrl OBJECT-TYPE

	    SYNTAX  INTEGER {

	                     none          (1),

		 		 		 stormOccurred (2),

		 		 		 stormCleared  (3),

		 		 		 both          (4)

	            }

	    MAX-ACCESS  read-write

	    STATUS  current

	    DESCRIPTION

	        "This object controls when a storm control notification will be generated.



		    If the object is set to

		    none (1): No notifications will be generated.

			stormOccurred(2):

			stormCleared(3):A notification will be generated when a storm event is

			                detected or cleared  respectively.

		    both (4): A notification  will be generated both when a storm event is detected and

		             cleared. 



		    NOTE:The default value of this object is none(1). "

	    ::= { swPktStormCtrl 2}

	    

-- -----------------------------------------------------------------------------

--  swPktStormCtrlTable            OBJECT IDENTIFIER ::= { swPktStormMIB 2 }

-- -----------------------------------------------------------------------------

    swPktStormCtrlTable OBJECT-TYPE

        SYNTAX  SEQUENCE OF SwPktStormCtrlEntry

        MAX-ACCESS  not-accessible

        STATUS  current

        DESCRIPTION

            "A table that contains information about packet storm control.

           A S/W mechanism is provided to monitor the traffic rate in addition

            to the H/W storm control mechanism. If the traffic rate is too high,

            this port will be shut down."

        ::= { swPktStormMgmt 1 }



    swPktStormCtrlEntry OBJECT-TYPE

        SYNTAX  SwPktStormCtrlEntry

        MAX-ACCESS  not-accessible

        STATUS  current

        DESCRIPTION

            "A list of information for each port of the device."

        INDEX   { swPktStormCtrlPortIndex }

        ::= { swPktStormCtrlTable 1 }



    SwPktStormCtrlEntry ::=

        SEQUENCE {

            swPktStormCtrlPortIndex

                INTEGER,

            swPktStormCtrlthreshold

                Integer32,

            swPktStormCtrlBroadcastStatus

                INTEGER,

            swPktStormCtrlMulticastStatus

                INTEGER,

            swPktStormCtrlUnicastStatus

                INTEGER,                

            swPktStormCtrlActionStatus

                INTEGER,

            swPktStormCtrlCountDown

                INTEGER,

            swPktStormCtrlTimeinterval

                INTEGER

--             ,swPktStormCtrlShutdownForever

--                 INTEGER

--            swPktStormCtrlZombie

--                INTEGER

        }

        

    swPktStormCtrlPortIndex  OBJECT-TYPE

        SYNTAX  INTEGER (0..65535)

        MAX-ACCESS  read-only

        STATUS  current

        DESCRIPTION

        "This object indicates the device's port number.(1..Max port

        number in the device).It is used to specify a range of ports to be

        configured."

    ::= { swPktStormCtrlEntry 1 }

    

    swPktStormCtrlthreshold  OBJECT-TYPE

        SYNTAX  Integer32

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "This object is the upper threshold at which the specified storm control will turn on."

    ::= { swPktStormCtrlEntry 2 }

    

    swPktStormCtrlBroadcastStatus  OBJECT-TYPE

        SYNTAX  INTEGER

                {

                    disabled(1),

                    enabled(2)

                }

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "This object indicates whether the broadcast storm control is enabled or disabled."

    ::= { swPktStormCtrlEntry 3 }

    

    swPktStormCtrlMulticastStatus  OBJECT-TYPE

        SYNTAX  INTEGER

                {

                    disabled(1),

                    enabled(2)

                }

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "This object indicates whether the multicast storm control is enabled or disabled."

    ::= { swPktStormCtrlEntry 4 }

    

    swPktStormCtrlUnicastStatus  OBJECT-TYPE

        SYNTAX  INTEGER

                {

                    disabled(1),

                    enabled(2)

                }

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "This object indicates whether the unicast (Destination Loopback Fail) storm control is enabled

         or disabled."

    ::= { swPktStormCtrlEntry 5 }

    

   swPktStormCtrlActionStatus  OBJECT-TYPE

        SYNTAX  INTEGER

                {

                    shutdown(1),

                    drop(2)

                }

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "There are two actions to take for storm control, shutdown and drop. The

        former is implemented in S/W, and the latter is implemented in H/W. If a user

        chooses shutdown, they will need to configure both the back_off and the time_interval."

    ::= { swPktStormCtrlEntry 6 }



    swPktStormCtrlCountDown  OBJECT-TYPE

        SYNTAX  INTEGER

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "If a packet storm has been encountered continuously on a given port for a long

        period of time (indicated by the value of this object), the port will be shut 

        down forever until it's recovered manually.The range of the countdown time is 

        5 to 30 minutes. A user can configure the countdown to 0 to disable the function of shutdown

        forever. If this value is set from 1 to 4,  a 'bad value' return code will be indicated

        Note:

        The max entry range is (-1..30).



        Value 0 to disable the function of shutdown forever.

         

        Value -1 means disable the countdown timer, When the action is shutdown and countdown time is disabled, 

		 when the switch detects storm, it will shutdown the port directly.

        "

    ::= { swPktStormCtrlEntry 7 }

    

    swPktStormCtrlTimeinterval  OBJECT-TYPE

        SYNTAX  INTEGER (5..30)

        MAX-ACCESS  read-write

        STATUS  current

        DESCRIPTION

        "This object is the sampling interval of received packet counts. The possible value will be from 5 to 30 seconds."

    ::= { swPktStormCtrlEntry 8 }

    

--     swPktStormCtrlShutdownForever  OBJECT-TYPE

--         SYNTAX  INTEGER

--                 {

--                     yes(1),

--                     no(2)

--                 }

--         MAX-ACCESS  read-only

--         STATUS  current

--         DESCRIPTION

--         "This object indicates whether the storm control is shut down forever or not.

--         This command recover it manually. If support auto-recover mechanism, the object is no use."

--     ::= { swPktStormCtrlEntry 9 }

   

--    swPktStormCtrlZombie  OBJECT-TYPE

--        SYNTAX  INTEGER

--                {

--                    other(1),

--                    disable(2),

--                    enable(3)

--                }

--        MAX-ACCESS  read-write

--        STATUS  current

--        DESCRIPTION

--        "This object indicates thestrom control whether or not shutted down forever."

--    ::= { swPktStormCtrlEntry 10 }

    

    



-- -----------------------------------------------------------------------------

	swPktStormNotifyPrefix OBJECT IDENTIFIER ::= { swPktStormNotify 0 }   

	

    swPktStormOccurred NOTIFICATION-TYPE

        OBJECTS         { swPktStormCtrlPortIndex        					

                        }        

        STATUS  current

        DESCRIPTION

            "This trap is sent when a packet storm is detected by a packet storm mechanism and a shutdown action is taken. "

             

        ::= { swPktStormNotifyPrefix 1 }   	

  

    swPktStormCleared NOTIFICATION-TYPE

        OBJECTS         { swPktStormCtrlPortIndex        				

                        }        

        STATUS  current

        DESCRIPTION

            "The trap is sent when the packet storm is cleared by the packet storm mechanism."

             

        ::= { swPktStormNotifyPrefix 2 }   	       

		

END		




